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INTRODUCTION

Inspired by Lockesn prineiples of natural law, classic American ideology
seeks individualism, fragmentation of private power, limitation of government
{with the notable exception of guaranteeing physical security), and protection of
property rights and contracts. As applied to communications poliey, this
philesophy has justified a governmental role that is far narrower than in most
othef countries, and has based government's residus] role largely on the grounds
of market failure and national security.

Market failure exists when the treditional competitive mechanisms for
limiting economic power cannot operate, due to the peculiarities of sn industry.
In the ease of telecommunications, these peeularities include: the absence of
property rights in the electromagnetic speetrum; the natural monopoly
eharacteristies often found in telecommunieations networks; and the publie good
externalities of universal service. At the same time, national seeurity prineiples
have lJed the U.5. goverament {o assyre its global communieations capability.

Until the mid-1970s, these were the fundamental goals of U.5.
teleecommunications policy. More recent trends, however, have shifted them in
two contradictory directions, On the one hand, meny of the market failure
arguments have been discarded as either inherently flawed or obsolete through
technological ehange and entrepreneurial initiative. On the other hand, national
security arguments have become more impertant to U.S. policymakers.

For many other Western countries, haweveb, the trends heve been the
opposite. National szcurity coneerns have a lower priority than before, while

government's role in telecommunications often has become the foundation for
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industrial policy in the electronics field, ]

There have been other divergences. 1.8, efforts to proteet individusl
privacy have been gpplied vigorously against the state, hut not as against private
parties. The U.S, Constitution only occasionally applics.? Protections are
mostly by adaptation of the common law, or by heterogeneous state lepislation
dealing with speeific sbuses3 Many other Western countries reverse these
priorities: they are vigilant about private power, and often more tolerant of
government autharity.

The United States thus has diverged from European countries recently in
its general outlook on besie telecommunications policy, as it has moved from a
somewhat soecial demoeratic New Deal to a marketplace ideolopy. Sihce ne
agountry is an ideologiesl island, this has led to problems of adjustment and
eoordination.  An excellent example of this is the international flow of
electronic information, at present subject to seversl multilatera]l efforts of
harmonization.

To shed light on this aren, it is hecessary to understand the rules governing
information flows in the United States. This survey describes U.S. regulatory
policies for those information flows using telephone, telegroph and other point-
to-point eommunications, excluding the mass media. It bepins with & survey of
the basie regulatory scheme, followed by a dizseussion of regulations in areas sueh
#5 netional security, privacy, common law and statutory restrictions. A host of
other U.B. domestic laws -- such as stock trading regulations and the Uniform
Commercial Code a3 to sales of goods — potentially impact on internaticnal
informéatisn flows. But coveragpe of sl these topies woauld reguire a
multi-volume treatize. This survey thus focuses upon the domestie U.5. legal

and rvegulatory structures which are most likely to impaet international
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telecommunications directly -- that is, export leensing, national security and
privacy statutes.

This piece distinguishes between conduit and eontent -- i.e., medium and
message —- In examining U8, resteictions on international telecommunications.
It begins by reviewing U8, regulatory and economic restrictions on the methods
of point-to-peint transmission in to or out of the United States. It then
considers a wide variety of piecemeal Lmitations on the content of these
information flows.

The survey conecludes that U.S, governmental eontrol over the channels of
eommunication 8 rapidly disappearing; that various common law end regulatory
restrictions also are declining; and that netionsl security eoncerns apply more

strietly than before.
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through their powers to grant franchises to lay cable in their streets.’

On the executive level, the Commerce Department's National
Telecommunieations and Iformation Ageney (MTIA) helps te coordinate the
President's — that is, the Executive Branch's — overall telecommunications
policy. It plays a role in international communications, together with the Office
of U.B. Trade Representative and the State Department, which is the lead
agency in international negotiations.® Despite its international visibility, the
NTIA cannot mateh the FCC's domestie regulatory powers.

In sddition, the Executive Branch's Depertment of Justice plays s major
role through its Antitrust Division, which oversees much of the telephone
industry by wey of enforeing the 1982 court order which broke up AT&T.? The
primary suthority in that case is federal district eourt Judge Harold Greene, who
freguently decides whether telephone companies and other parties are eomplying
with the AT&T divestiture deeree, and who has thus become a major presence in
telecommunications matters. 19

Conforming to a broader policy trend in the U.8. governmental deeision
making process, federal courts - particulerly the U.S. Court of Appeals for the
Distriet of Columbia Circuit -- have become a signilicant locus of
telecommunications policy making. (The eircuit eourts hear eppesals from trial
courts and administretive ageneies; their decisions can be reviewed only by the
Supreme Court, which hears only a few percent of eircuit court deeisions.}t! For
cxample, the D.C. Circuit foreed the FCC to allow non-AT&T equipment
manufacturers to sell terminal units for connection into the local AT&T
exchanges, making competition in the equipment market possible.12 The Justiee

Liepartment and the Federal Trade Commission also play a role in regulating
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industey competitive behavior and structural ehanges — primarily mergers and
acquisitions — and by foreing divestitures as with AT&T.13

Most important for telecommunications peolicy, at least in theory, i the
U.B8. Congress. The primary legislation for U.S. telecommunications is the
Cemmunications Aet of 1934.14 This Magna Charta of 1.8, telecommunications
rarely has been amended, despite many attempts. Polieymsaking in light of
changed circumstsnces has been left largely to the FCC'%s and the courts'
diseretion. Congress often wields its power indirectly, however, by giving signals
to the FCC through bills, resolutions, hearings, and the budgetary prooess.
Congress ean reduce an agency's budget unless it adopts certain polieies, &
position which obviously can have 2 strong influence on an agency.lﬁ

This multiplieity of decision-making governmental bodies frustrates
coordinated and comprehensive poliey-making. But this proeess also
accomodates decentralized and ed hoe decisions, many of which ere responses to
spegific problems, rather than part of a grand design. This has permitted a fairly
rapid re-orientation of.U.S. telecommunications poliey, without major upheavels

-- exeept perhaps for the AT& T divestiture.

B. REGULATORY AUTHORITIES

Most telephone service in the United Siates is provided by firms repulated
ss "pommon carciers” This eoneept requires some explanation. The
Communications Aet of 1934 defines a "common carrier” merely as & "ecommon
carrler for hire, in interstate or foreign communication by wire or radio or in
interstate or foreign radio transmission of energy."18 In less circular terms, s

commorn carrier is a firm which elther holds itself out or is required by law to
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Rate setting is 3 complex matter. Rates usually are designed to generate
enough aggregate revenues to cover costs and depreeiation, plus & reasonable
profit on invested eapital. Rate eases often involve protracted battles to define
and measure costs, depreciation, and investments, and to define a ressonable
profit, given the risk echaracteristics of the businass. Furthermore, the
allocation of costs and profits to some serviees and not to others ean have major
implications as to whether some customers subsidize others, and whether a
competitive eommunications offering receives a subsidy by shifting some of its
costs o a securely monopolistic service.

The TCC must spprove any interstate carrier's rates and przau:tiﬂ«\as.21
Although the Commission largely has abandoned its striet rate of return
regulation, tariff filings and "Section 214 certificates” still are necessary.

This "eontent-neutral® or "eonduit" status of ecommon earriers often
ereates g set of public policy problems totally unrelated to a earrier's basic
serviee obligations. For example, the last few years have witnessed a variety of
disputes over loeal telephone companies' provision of "dial-it" recorded messages
—- that is, local numbers which 8 customer can call, at a c¢harge, to hear a
recorded message provided by a third perty. Some of these serviees contain
sexually oriented or "dial-a-porn" material.?? Beeause of its passive nature as &
conduit, however, 4 telephone company cannot censor such material.

Repulation of the telephone industry historieally has been justified by the
existence of cconomies of secale ~- i.e., the view that some services are most
inexpensively delivered by a single firm or monopoly, sinee it can sehieve the
lowest average costs.23 Interstate telephone service traditionally has been

regulated by the FCC, while local or intrastate serviee is subject to regulation
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by state public utilities commissions.?d To the extent that a call involves both
interstate and intrastate facilities, the FCOC and state suthorities eollaborate in
setting the rate for the eall2’ Regulators must publish rate applications and
conduct public hearings prior to rendéring deecizions. In theory, tariffs are
designed to give & common cerrier s fair rate of return on its capital

investment.26

C. ATET

The U.8. {elecommunications industey was a simple affair for a very long
time. There was one telephone company, the Ameriean Telephone and Telegraph
Company (AT&T). Despite its name, it was barred from telegraphy, whichﬂw&s
the domein of Western Union, And internationally Western Union was excluded
from the telegraph market, in favor of a handful of so-called international
record carriers.

This wasg a structure of stebility, in which companiaes were carefully
excluded from each other's markets, Instesd of competition, federal and state
regulation kept the various eompanies —- maost particularly AT&T —- from
explaiting their market power. Over the past two decades, however, this
traditional arrangement ineressingly hes exploded in & mutually reinforeing
process of ecompetitive entry and government liberalization, and has given way to
8 highly dynamie strueture of overlapping markets, which also haz affected
United States international telecommunications.

American Telephone and Telegraph had operated for twenty-five years

pursuant to & 1956 "Congent Decres," which terminated sn antitrust suit brought

by the Justice Department in 1949 27 The pre-divestiture AT&T was
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substantially different than today's often eenfusing mixture of entities. AT&T
was perhaps the most vertically integrated telecommunications eorperation in
the world, sinee it provided literally everything from equipment to long distance
trensmission to local service. Western Electrie {(now AT&T Teehnologies)
produced both terminal and switehing equipment; Long Lines Division (now AT&T
Communications) provided ninety percent of the nation's iong distance traffie;
BeH Labs {the only AT&T entity o survive without a name change}l did basie
research, through & complex series of contracts with the other AT&T
eomponents; and 22 wholly or majority owned loecal telephone eompanies -- such
83 New York Telephone Company or Southern Bell -- provided loecal exchange
service to one or more states.28

The divestiture ended the most significant portion of AT&T's vertieal
integration -~ namely, the common ownership of the local eXchange companies
and the equipment as well as long distance service providers. At least in theary,
this removed a number of perceived conflicts of interest, such as loeal exchange
companies' paying inflated prices for Western Electrie equipment.?? Put in a
simplisticly graphic way, the diagram below shows the major separation created

by the divestiture,

AT&T
ATE&T AT&T
Technologies Communications Bell Labs AT&T
(Western {Long Lines Information RETAINED
Eleatrie) Division) ~ Services By AT&T

T Bell Regional Holding Companies
DIVESTED

22 Bell Operating Companies
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The divestiture came about in a relatively compliested procedural fashion.

In 1982, ATAT settled & 1974 antitrust emse, under a "Modification of Final

Judgment" {("MFJ".30 This technically was an amendment to the 1958 Consent

Decree. The MIJ required AT&T to divest ifs 22 locel exchange Bell Operating
Companies {BOCs), which now are owned by seven "Bell Regional Holding
Companies" (RHCs). (It is not yet clear whether a RHC is a common carrier.)d !
AT&T nlso kept several key entities: its research and development arm, Bell
Labs; its manufacturing arm, Western Electrie; its regulated long-distance
operation, Long Lines Division; and a new entity for providing enhanced services
(AT&T Information Services), The FCC supported the settlement, but urged that
the BOCs also be permitted to enter unregulated fields

While the Justice Department was pursuing its ease, the FCC was imposing
structural restraints on AT&T. The FCC found it necessary during the 1970% to
decide how AT&T could provide dats processing and other "enhaneed" serviecs.
AT&T eould provide only telecommunications transmission serviee under the

1356 Consent Deeree. Becnuse of the capabilities of eleetronie switehing and of

cuslomer demand for new serviees, AT&T inereasingly felt pressure to offer
enhanced services. These services were provided at first through AT&T's
common carrier offerings — over the objections of the data processing industry
-- and were considered communications services. The FCC addressed this

dilermma ih its first and then second Computer Inquiry. Ultimately, the

Commission developed a distinetion between "basic” or communications serviees,
and "enhanced" or software-driven services. AT&T could provide only basie
services through its regulated offerings. Enhanced services had to be provided

by an unregulated and "fully separated” subsidiary. 32
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Despite strenuous cbjections by U.5. service providers, the FCC in 1383
changed the effect of the Computer I "basic" and "enhaneed" classifications. If
a carrier provided "enhanced" rather than "basie" serviee, it no longer needed --
and indeed, no longer could obtain — an authorization pursuant to the
certification processes of Section 214. Since most new value added earriers in
fact were providing "enhanced" services Dy utilizing both data processing and
telecommunications, they thus fell within this ecategory, Decause of this
deecision, providers of internstional enhanced services no longer could obtain
FCC Section 214 authorizations for their services. The service providers srgued
that lack of Section 214 suthority would impede their ability to obtain operating
agreements with overseas PTTs, since they would not be treated &3 eommaon
carriers under domestie U.5. law.

At the same time that the FCC has proposed applying its "basic/enhenced"”
distinetion internationally, it is reconsidering the averalt Computer I pulicy.33
The Commission recognizes that several events -- ineluding the AT&T
divestiture and the emergence of both damestic and international ISDNs -- may
render the struetural separation requirement ohsolete, or a burden on efficient
operations. Some observers believe that the separate subsidiary requirement
soon will disappear.34

Most recently, in August of 1885 the Commission initiated yet another rule
making preeseding, Computer III, to re—examine restrietions on both AT&T's and
the BOC's activities.3d In general, the FCC's proposels would allaw both AT&T
and the BOCs not only to offer enhanced services jointly, but alss to operate
without any requirement of a separate subgidiery in some circumstances, In

addition, the Commission &t least sugpested gbolishing the separate subsidiary
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requirernent and replacing it with detailed regulatory requirements.56

D. THE FCC's JURISDICTION

There are, of course, common carriers other than telephone companies.
They take different forms, and are not restricted to point-topoint transmissions.
For example, a totslly different type of sommon carrier iz the Multipoint
Distribution Serviee (MDS), which transmits omnidirectional microwave signals
to multiple receivers with directional antennae, MDS operates on & small
portion of the elestromagnetic spectrum — 2150-2162 MYz — far sbove the
frequencies which conventional television sets can receive. Authorized in 1962
for a variety of uses, MDS has been used until recently for "pay" television
programming and high-speed data transmission. An MDS licensee leases its
facilities on a nondisecriminatory basis in sccordance with FCC tariffs, although
it usually has a pay television service as its primary eustomer. The Commission
prohibits an MDS operator from leassing more than half of its transmission time
to any affilisted company. 37

The MDS example shows how technologicel developmentis and their
applications have ecrested strains on the FCC'% traditional definition and
treatment of communications serviees. Under the Communications Act of 1934,
the FCC has at least five different types of regulatory jurisdiction. These
distinetions, although technicsl in nature, can be important in determining what
types of FCC regulations -- e.g., commaon carrier or broadeasting —— apply to a
particular communieations service, This can make a great difference in the
natlure of regulation. In simplistic terms, broadeast status imposes content

regulation but no economic restrietions or access requirements. On the other
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legal status of 4 medium, If 8 medium is elassified as broadeasting, it becemes
subject to the wide variety of statutory requirements, such as the fairness
doetrineg, the politieel "equel time" reply regquirements, the sponsorship
identifiegtion rules and the like.4% On the other hand, classification as a
COMMOR carrier requires an operator to file tariffs for its rates, subjecting it to
at least potentially to rate-of-return regulation.46

The D.C. Circuit recently limited the FCC's diserstion in ehoosing

jurisdicetional bases for the medis. In Nstional Assceiation of Broadessters v.

mcﬂ' the court held that the Commission was required to vegulste either
direct broadeast satellite {(DBS) operators or their channel lessees as
breadeasters -— thus subjeeting them to the full panoply of fairness, egual time,
and other traditional broadcast regulations. The court reasoned that since "DBS
systems transmit signals directly to homes with the intent that those signals be
received by the public, such transmissions rather clearly fit the definition of
broadeasting , .. .48 Moregover, it noted that the Act "does not give the

Commission a blank cheek to regulate DBS in any way it deems fit."49 At the

same time, the court rejected analogies to regulation of MDS as a common
cartier, suggesting that the Commission's initial classifieation of MDS may have
been miseonceived.

As a result, the NAB decision ecasts considerable doubt on the FCC's
classification of the electronic media, in terms of common ecarrier or other
status. In the fall of 1985, the FCC initiated a rulemeking proceeding in
response t0 the NAE decizsion. The Commisgion recently proposed repulating
both DBS and subscription television (STV) along the same lines sz MDS, thus

relieving them of any broadesst-style reaponsibilities-ﬁﬂ Whether the FCC's
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proposal would withstand Judieial review under NAB, of course, is open to
question.

Judicial review of FOOC actions iz guite simple in nature. In order to
challenge the Commission's adoption of a rule, a party only needs to file a
"petition for review."S1 Review of a lcensing decision under Title Il of the
Act, on the other hand, is by an "appeal™2 Under Section 402(b), & challenger
may file its petition in any eircuit court of appeal in whieh it has & principal
place of business. Under Section 4(2(a), however, all appeals go to the District
of Columbia Cireuit Court, in order to allow one court to make national licensing
policies. Both Bection 402{(a) and Section 402{b} proeeedings are appellate in
nature, and thus involve merely the submission of briefs and the presentation of

short oral arguments -- rather than the introduction of evidenece as in & trial

eourt,?d

E. TYPES OF RETWORKS

I. Publie Networks

Operation of the various types of telephone networks in the United States
is highly decentralized.>? Following the AT&T divestiture, the structure of
networks is as follows.

8. Loee] Service

(1) There are 22 Bell Operating Companies, such s the New
England Telephone Company. They are organjzed into seven
ell Regional Holding Companies, such as NYNEX. The BOCs
provide the bulk of local service, with more than 1,000 small

independent cumpanies serving approximately ten percent of
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the nation's geographic sarea and twenty percent of its

population.  The largest independent company is General

Telephone & Electronies .I[GTE}. Loeal companies are restricted

to service within their Local Acecess end Transport Areas

(LATAs), and may not enter long distance or international

communirations, They are regulated by wvarious bodies,

primarily state commissions and the FOC.

Various private "by-passers" ecompete. with the BOCs in

providing local serviee through a number of technologies.o®

These technologies inelude:

L8 Cable television;

b, Point-to-point mierowave;

c. Digital Termination Service {DTS), a two-way point-to-
point switched microwave servige;?8

d.  Fiber optie links;

e, Infrared transmission, which does not require an TCC
license; and

f. Cellular radio, primarily in the form of mobile ogr
telephones.?7

Shared tenant services (STS), a hybrid new form of looal

transmission in which Isndlords resell local service using A

private branch exchange {PBX) and lines leased from telephone

companies or other parriers.

Long distance sarvice

(i)

AT&T controls more than BO%  of "interexchange™ or
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{iii)

{iv}

{w)

{wi)

{vii}
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tinterLATA" service,?8

Other common earriers {OCCs) such as MCI, Sprint, and ITT
provide the rest.

"Resellers" of long distance service (iheluding in part the OQCCs,
which often lease lines from AT&T) and many others buy long
distanece serviee at low bulk retes and resell it at a profit to
Qm eller users.

Lessors of long—distance links include & growing humber of
railroads or highway atthorities, whieh install {iher optie lines
on their routes.

Domestic reeord carriers, primarily Western Unjon and RC;"L,.
provide mostly telegraph serviees, and inecreasingly data
transmission.

Specinlized companies — including data networks and value-
sdded networks such as Telenet and Tymhat —— provide packet
switehing and other high-technology services.

3ateHite carriers (such as RCA}, often operating as eommon
carriers, lease transponder ecapacity to other eommon earriers

and private ugers,

International earriars

(i)

(ii}

AT&T provides the bulk of international voice service, and now
also provides repord service,

Other common earriers such as MCI International and Sprint
provide service to countries with whose postal, telegreph and

telephone (PTT) authorities they have agreements. In the
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Paeifie, the Hawajan Telephone Co. handles mueh of the
traffie. .

{{ii} Comsat, the U.5, Sipnatory to INTELSAT and INMARSAT,
originaily operated solely &s a "earrier's carrier,” end is now
able to access wusers direetly. For internationel eivilian
satellite communications {es distinguished frem ocable or
mierowave), INTELBAT was the sole link, U.8. earriers may go
through either Comsat or & private earrier to secess INTELSAT
for international sateHite service. Ag noted below, INTELSAT
also now {aces "bypass" from private satellite operators.®?

(iv) International record carriers (IRCs) such as RCA, ITT, TRT,
MCI International {fermerly Western Union International) also
offer telegraph and telex service. The IRCs originally were
restricted to internetional record service. These restrictions
now have been abolished.

{¥v)  Specialized carriers and value added ecarriers such sz Telenet
use leased cireuits to provide data base and related services.

{vi) Applieations have been aporoved for new international satellite
carrier systems; similarly, approvals have been granted for new
transatlantic eable ventures.60

Nene of these new carriers can funetion without a link to a foreign

carrier. Hence, .S, approval is not sufficient for actual service.

These networks — loeal, long-distance, . and international -- are
substantially free to offer all types of telecommunications services, with

restrietions whieh include the lollowing:
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1. Although AT&T een ecarey other coinpanies' electronic publishing or
videotex communications, it may not provide its own information
service until 1989.61

2. The BOCs may provide such services as their own information
services only through a fully separated su‘r:::@idiar;,.nIsz

i Under the Cable Communications Policy Aet of 1984, local telephone
companies may provide cable television service only in "rural” sress,
which a cable company would find too unprofiteble to enter. But
they are frec to construct and lease back eable faeilities tc-.cable
companies, as long as the locsl telephone ecompanies do not control
the systems' programming in any wey.53

4, Since local telephone companies' rates are regulated, an expansion of
their serviee offerings is subject to regulatory serutiny if it affects
rates.

a, For local transmission, the situation is very much in flux. Some
states have instituted rules to restriet local "hy-pass” in faver of the
local exchange telephone companies. ("By-pass™ oecurs when an
unregllated eompany uses any of the means diseussed previcusly to
provide services within a2 LATA without using the local public
switehed exchange.)8% In several instances, intra-state long-distange
service entry — that is, service between LATAs —- is also restricted
to entry by edditionsl carriers under state rules. Many of thesc
regulations are now subject to litigatiom

In addition, certain geographical serviee restrietions apply. BOCs and

other local telephone companies have exclusive franchises far public switeched
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service in their geographie sreas, though this exelusivity is being undermined de
faeto by various forms of bypass and shared tenant services. BOCs cannot offer
long-distance or internaticnal serviee, while AT&T cannot provide loeal service.
(GTE has provided both locsl and iong-distance services, hut must do so through
separate subsidiary companies.

Common carriage provides aeccess rights to all users, including reseliers
which compete with & carrier. Loeal exehange eompanies must grant access to
&ll long—distance carriers, as long as they pay for access. By the middle of 1886,
equal quality seecess -- L.e., equal aveilability of all long-distanee carriers to all
telephone users -- must be provided to all long distanece carriers,8® Customers
indicate their "primery" carrier, to which domestic and international long-
distanee calls automatically are routed by. a local exehange. A customer thus is
connected directly to the long-distance carrier of its ehoiee, without inputting
elaborate access codes, a8 was hacessary in the past. Customers also can utilize
private branch exchanges {(PBX3), to select & different long-distance earrier for
each call according to a "east-cost-routing" computer, which ehooses the least
expengive carrier for each route.

A form of universel service obligation requires eommon earriers to accept
all eustomers who pay their bills. Local telephone companies also must serve to
customers in undesirable loeations. State rules vary on the exlent of this
rEquir-s:rment.ﬁﬁ A typical arrangement is for customers to get & certain
connection distance (e.g., up to three utility peles or their eguivalent} as pert of
the basic instullation eharge, with additional distance requiring an extra fee.

As u matter of law, neither the FCC nor state agencies currently imposc

any absolute universal serviee obligation. As & matter of practice, however,
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both AT&T and loeal exchange companies effectively must serve all customers.
Over the last eentury, their networks have expanded to cover virtually the entire
country, and under both federal and state law they may not withdraw serviee
without the prior approval of the FCC or the relevant state authority.57 Sinee
the FCC requires a carrier to make & relatively difficult showing of economic
necessity before discontinuing service, carviers effectively are loeked into
gsefving their present aress -- whieh for AT&T ineludes into interstate service
for virtually the whole country.

Reselling of domestic iocal and long distsnee transmission is allowed and
extensive. Indeed, carriers must sell even to resellers which compete with them.
Recent trends include sharing of the bandwidth on satellite transponders,
reselling of loeal transmission by shared tenant serviees, end eompeting eoin and
credit-eard publie tE1:31;}?1«:-11as.'ﬁEr

Resellers do not require an authorization from the FCC. They merely need
te file a notification with the FCC il they hold themselves out to the public
generally.59 Where there s no such general offering -~ e.g., one bank's reselling

its surplus trensmiszion eapacity to another —- no PCC [iling st all is necessary.

Of particular importance are the rates for zceess to loeal exchange
networks by long—distance earriers. In the past, ecomplex financizl accounting
rules (Mseparations and settlements™ arguably provided an internal subsidy from
AT&T's long-distanee serviee to the BOCs. Complicated FCC tariffs nlso
Eoverned the access charges paid by the OC(Os. After divestiture, this system
was revamped, with equal aecess charges for carriers to be phased in as egual

secess to the BOCs for non-Bell long distanee cerriers was introduced,??
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Furthermore, a new system of customer access charges partislly substitutes
earrier—paid access fees for the use of loeal exchenge networks.

At least in theory, introduction of customer access fees forces all long-
distance carriers to compete on an equal footing, since they are not subjeet to
different charges for use of local exchange facilities. (The FCC has allowed
state commissions to waive consumer secess charges, however, for low-income
families.)’] Because of the extremely large amounts of money at issue to the
carriers, and beesuse of redistributions]l impaet of access fees, they have
become & very controversial subject. For example, the OCCs fear that by being
forced to pay the same as AT&T -- compared to roughly half as much in the past
== they will lose their price sdvantage with consumers and thus suffer market
erogion.  The OCCs contend that the BOCS provision of better technical
faeilities to them does not justify equalization of access costs.

Various ether telecommunications eharges are regulated. The BOCs' rates

and terms mre regulated by state commissions, on the principle of rata-of-return

regulation. Due to the dominance of the loeal exchenge companies in local
residential distribution, deregulation of these charges is unlikely in the near
future.

The prineiple of rate setting is to permit a "fair" return on invested
capital, st a rate comparable to investments of similar risk. Rates thus include
revenues that — after subtreetions for operating expenses, depreciation, and
taxes -- result in a fair profit.7¢ Because this return is aggregated, not every
serviee or customer category need pay its share of costs and return on eapital,
Internal subsidies are ecommon. For example, rates often are lower for rural then

for urban users, and for residential than for business users. Since rate getting is
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meaningless without a definition of the produet, federal and state ageneies alse
set service quality requirements.”3

Where loecsal exehanges face competition because of bypass, their rates too
probably will be deregulated. I domestic and internations! long distance
service, rate regulation is already on its way out. The OCCs need only file
tariffs with the FCC, stating their rates. Internationally, only AT&T {and the
Hawaiian Telephone Company on some Pacific routes} ere subject to rate
regulation. Only "dominant earriers" — l.e., those with monopoly power -- must
secure prior approval of their rates.’4 In practice, rate regulation is handied
guite laxly. Domesticaily, the goal of regulating AT&T's rates has shifted from
protecting users against moncepolistie price inereases to protecting competitors
from predatory priee reductions., Long-distance rate regulation is likely to
disapperr as the OCCs establish themselves.

At least at present, the Communications Aet requires all charges for
interstate common earvier services to be just and reasonable.’®  Under the
statute, the ressonableness of charges is subjeci to review by the FCC, which
has the authority to prescribe just and reasonable charges and to order rebates
and refunds of overcharges.’® In order to establish the reasonsbleness of their
rates, earriers must submit to the Commission schedules of their rates. In the
past, these filings were voluminous in nature, containing eomplex technological
and eeconomic showings prepared by experts. In today's deregulatory
environment, they tend to be mueh less formal Changes in rates musl be
submitted to the Commission, and do not become effective until the FCC
approves a proposed rate change or until ninety days after filing of the proposed

change.’’ In practice, only AT&T must file tariffs with the Commisgion.”%
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2. Private Networks

Over the last few years, large-volume users of data and voice transmission
services increasingly have utilized private line telephone facilities. These
operations often totally bypass the BOC or other local exchange feeility, by
direct connections to the uplink and downlink satellite installations of
interexchange carriers. For example, s major broket in New York uses private
lines to conmnect its Manhattan offices dirgetly with satellite transmigsion
facilities in New Jersey. The local BOC plays no role in linking the terminal
equipment to the satellite facility, and consequently derives no revenue from the
transmisgion.

The OCCg" uplink and downlink faeilities are regulated by the FCOC as
interstate common carriers. State agencies may regulate them only to the
limited extent that they provide intrastate long-distance services. A non-carrier
uplink or downlink, however, is subject to no federal regulaetion beyond the
requirement of securing a license under the Communications Act to use the radio
frequeney spectrum.’?  As yet, satellite transmission services have not beasn
used for private line purposes, because of these gystems' high construction and
maintenance costs. (This does not inelude use of sgtellites by eable television
programmers, however, which might be considered & type of private line
activity.) These private systems would not be subjeet to state or federal
regulation as common carriers, since they do not hold themselves out to the
publie; they thus would be unregulated in every sense exeept for needing FCC

licenses under Title III of the Aet. 80
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3. Closed User Groups

Closed user groups are Jocated eonceptually somewhere between a single
user's private netwark on the one hand, and s reseller's public services on the
other, Since both are almost totally deregulated (exeept for a few restrictions
in several states concerning local serviee}, closed user groups are unregulated in
terms of charges, access, and content. Nao licensing is necessary, except to the
extent that over-the-air transmissions are involved. Liability i{s based on
contractual provisions or general commercial law.

There is no right of sccess to join a closed user group. If & Eroup
restrained trade by refusing to allow a competitor to join & group deamed to be
ait "essential facility," however, traditional antitrust principles would require it
to grant sccess.fl Bome closed user groups' provision of value-added serviees
might turn out to be natural monopolies, That is, single~firm production will
prove to be substantially less expensive than muiti-firm production, snd no
segment of users will be exposed to lower-priced and loss-free entry. In thase
cases, antitrust prohibitions on diserimination against competitors may apply.32
For example, the Bupreme Court prohibited the Assoeigted Press from refusing
to sell news to its members' competitors, because no practicable substitute for
its news service existed.83

Defining & closed user growp is extreinely slippery; no legal definition
eXists. There are literally thousends of electronic bullgtin boards and specialized
data bases, through which private end commercial users gommunicate with eaeh
other via computers. Users renge from mejor banks to antiqgue traders to
baseball fans. Some operste with leased lines, while others use conventicnal

locel and long-distance lelephone services. )
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4. Domestic Carriers and International Communications

LS. polieymaking has an obvious impaet on the domestic sphere. Even &
deeision not to regulate sets loose powerful forees. The U.8, experience has
been that pro-competitive foreces are expansionery. Onee ecompetition is
permitted, pent-up user demand and entrepreneurial suppliers provide new
serviees. 8%

The federal government has been more deregulatory than the states, and
continucusly has expanded the seope of its primacy over the states by invoking
the deoetrine of federal preemption — that is, invalidation of state laws
ineonsistent with federal laws -- even where the federal policy is abstention
from reguletion.8%  Perhaps the most significent case establishing federal

primacy was North Caroling Utilities Comm'n v. IE"GIC,S'E which authorized the

FCC to preempt most state telephone regulstion.

Although it lacks similar preemption powers in the international sphere and
cannot act unilaterally, the present FCC probably will not be highly flexible and
atrive for international harmonization. The Commission is more likely to seek
deregulation of U.B. {firms where unilatersl action is at all practieal, and hope
that market forees will take care of the details.

There is no statutory distinetion under the Communications Act betweean
domestic common carriers which provide transborder transmission servipes and
carriers whieh do not. No special regulatory regquirements apply to carricers with
fransbordsr as well as domestic tranamission capabilities. Any communications
common ecarrier operating within the 1.8, 5 subject to state andfor federal
regulation,

Because they arc common earriers, if U.S. carriers provide internationsl
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service, they musl grant access to domestie customers, including resellers.37
Under most foreign administrations' current policies, however, resellers would
not be able to link up st the other end; the carrier rather than the reseller would
be viewed as the authorized user. But since neither a U.S, earrier nor a fereign
administration would necesserily khow whether a reseller was using » leased line,
unsanctioned resale might be impossible to detect and thus to prohibit.

A U.8. earrier obviously needs a foreign carrier counterpart. Although s
variety of U.S. earriers may want to operate internationslly, without foreign
local and long-distanee distribution they cannot provide service. Foreign
administrations are wary of introdueing competitive complexity into their
international service; furthermore, transactions with multiple U.S. carriers may
lmpose exfra costs. For example, European arrangements with MCI sppesr to
involve primarily traffic inbound from the United States. A minimum amount of
inbound traffic must be genersted by MCI before a PTT will install outbound
{ranstnission equipment.B8

Access of foreign carriers to the United States is affected by several
restrictions:

1. Foreign entities may not own more than 25 percent of U.5. local

telephone eompanies end long distance carriers.8®  There do not
appear to be any restrietions ageinst fereign eompanies owning a U.5.
valye-added network or reseller, unless it funeticned &z & common
carrier. Through such resale, foreign carriers could distribute their
service within the United States.

2. in order to serve U.B. customers, {oreign carriers heve to link up with

8 U.5. earrier for long distance service -- sueh as AT&T end the IRCs
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{the traditional partners) or the OCCs (newer pertners). It
presumably also would need to deal with & BGC or a bypass operater
for loeal disteibution, unless a ocustomer had its own satellite
downlink. From the U.8. perspective, the only restrietions (exeept
for those discussed below) are on direct links to the BOCs, due to the
prohibition against their providing long distance service. 20
3.  The nature of foreigh carriers’ communications Xnks to the U.S. also
is governed by the Cable Landing License Aet of 1321, which goes
back to 19th century agreements concerning telegraphic cable,”l
That Act reguires bilateral reciproeity for earrier aceess. In
practice, this has Jed to an FCC poliey of approving only half-gircuit
access for foreign cerriers, in order to puarantee the other half
gireuit for s 1.8, carrier in the reverse direction.¥2 Beyond trade
reciproaity, the half-eireuit policy also has techmical reasons, since
contrel of a full eireuit by a foreign earrier from a country with a
congested telephone system might ereate burdens on domestie U.S.
networks. Conversely, the half-circuit arrangement gives foreign
carrlers an economic ineentive to upgrade their domestic network
capacity. Capacity differentials might not be at issue if U.8, eerriers
hed full Janding rights in a foreifgn country. The United States might
treat this as adequate recipreocity, and give a foreign eserier similar
rights in the United States.
The development of overcapacity in international eireuits is likely to
affeet U.5. internaticnal carriers' activities in the future. At present, U.8.

international communications needs are rising by about 15% gnnually, But
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TAT-8, the new INTELSAT satellites, private satellifes, private oceanic cable,
and regional satellite projects will add more capaeity than is demanded; they
thus may create a ghut. The existence of excess capacity and of marginal costs
substantially below average costs may lead to priee wars. In that situation some

form of U.S. rate regulation or other restraint on pricing might re-emerge.

5, The Equipment Market

The eonnection of terminal equipment to the interstate network is
regulated by the Communications Aet¥3 gnd the FCC's regulatie::ns.ﬂ‘1 Part B8 of
the FCC's rules sets minimum teehnical standards that equipment must meet in
order to be connected to any public switched network.¥® The FOCs objective is
to provide uniferm interconnection standards to protect the telephone network
from improper terminal equipment and wiring,

Cecause interconnection standards are wniform, terminal equipment users
have nondiseriminatory access to the telephone network. Equipment sellers must
register their products, however, with the FCC before marketing them. 96
Registration requires the disclosure of a unit’s technical speeifications, so that
the I'CC's staff can identify any possible system degradation prior to installation
of the eguipment. But there is no approval process to go through. Moreover,
there is a national seeurity exception to the regis.tration requirement. I a
federal agency certifies that compliance with registration procedurcs would
jeopardize nstional seecurity interests, equipment may be connected to the
netwaork without publication of technical dala. |

Part 68's objectives and the registration requirements are relatively recent

developments in U.8. common carrier poliey. Prior to Carterghone,w AT&T and
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the O0CCs developed thele own interconnection standards, and manufactured or
procured eguipment compatible with those standards. Competitive terminal
equipment suppliers had no access to the telephone network, sihee usars coulbd
connect only eguipment legsed from ATET,.

The L8, market for central-office (iLe., loeal Exchang;ej aquipment was
charaeterized in the past by 8 fairly competitive situation only in the
procureiment of equipment for independent telephone exchange companies and
independent telephone companies — that is, non-AT&T companies. AT&T was
preeluded from that merket, but -- perhaps as a result -- many other companies
were aetive in it, including foreign suppliers such as Ericsson and Northern
Telecom. On the other hand, the vast Bell system and all of its customers -
eomprising 80% of the total market -- were foreclosed to other suppliers by its
ties to AT&Ts manufacturing subsidiary, Western Eleetrie. The Carterfone case
and subseguent liberal equipment approval policies opened up customer terminal
equipment {o a large variety of suppliers.98 Todsy, one can buy a telephone for
as little as four dollars on a New York City street ecorner.

The AT&T divestiture radieslly changed the market for loeal exehange
equipment. By severing the link between the BOCs and ATAT, it [reed the
former from havihg to buy from Western Eleetric {now AT&T Technologies).
(AT&T also markets eguipment through its fully separated subsidiary, AT&T
Information Systems, a relie from prior FCC attempts to deal with AT&T's
market power through internal restructuring),®9

Although most analysts expected the BOCs to cling to AT&T as their
equipment supplier, they in fact have embraced a wide variety of non-AT&T

equipment quite rapidly.l® They are responsible to their state regulatory
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commissions to use the least expensive qualified supplier. In one instance
invelving eguipment allegedly affecting defense communieations, the Defenze
Department reportedly used pressure to influence a carrier not to buy non-1.5,
equipment. But the opening of the U.8. market to non-AT&T and loreign
network equipment generally has been rapid.

Network standairds ere goordinated for the BOCs by Bell Communications
Rescarch {Belleorh. There appears to be no sign that Belleor is using this role to
faver AT&T or other U.3. manuflacturers. Neither the executive branch, the
FCC, nor the state commissions has shown a desire to set standards beyond those
already in place,

Procurement of network cquipment by local telephone eompanies is
governed by their obligation to state regulators to pey the lowesl possible priees.
Pressure is on them to Keep rates low, because of the loss of subsidies from long-
distance service.l?! The ability to compare eost trends for the 22 companies
alsa forces them to seek low-vost equipment. The "gold plating™ (over-
capitalization} of the past is unlikely to persist in today's envimnment.mz_
Because of the divestiture, the BOCs no longer have any incentive to increase
Western Eleetrie's proflits, sinee none of those profits are returned to the BOCs.

The opening of the U.S. telecommunications equipment market to foreign
suppliers has not been matehed by a reciprocal cpening of foreign markets to
U.8. producers, and foreign msarkets were affected by the high exchange rate of
the dollar in the past. The U.S. balsnee of trade in telecommunieations
equipment thus has become increasingly negative, even though 1.5,
manufacturers have begun o sell equipment in eountries such as Japan. 14 One

response to these developments had been the introduection of proposed federal
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legislation to require reeciprocity; several bills are slowly moving through the
Congress, 104 The U.S. also has exerted pressure on Japsan to lower its non-tariff
barriers in equipment procurement. For example, the U.8. International Trade
Commission recently ruled that a number of Japanese manufacturers had
"dumped"” — i.e., sold below cost -- acllular car telephenes in the U.S.109 The
decision allows the U.S. Customs Service to incresse duties on these
manufacturers' products. Similar stresses are likely to develop with Europesn
countries, as they increase their U.S. market share. As has been the case in the
automotive indusiry, one response to this problem may be for foreign
manufacturers to open plants in the United States. Apparently & number of

major Japanese firms are eonsidering this option. 108

g, Role of [L8. Antitrust Policy

On the software side, both AT&T and the BOCs are subject to a number of
significant restrictions under both the MPFJ and the FCC's Computer II
decision. 17 AT&T may not offer "eleetronie publishing” on its own until
1989.108  Although the reason behind choosing this particulsr period of time is
less then clear, the Department of Justice and Judge Greehe, after extensive
argumentation by the publishing industry, were concerned that AT&T would drive
burgeoning new companies out of the software business. Furthermore, AT&T has
been required since 1883 to offer all "enhanced" telecommunizations scrvices —
such as data processing or value-added notworks — only through a structurally

fully separated subsidiary, under the 1981 Seecond Computer Inguiry. This

restriction is presently under review.199  Similarly, BOCs may not offer

enhanced services at all, exeept through a "lully separated subsidiary” — that is,
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& earporation outside of the BOC' legal control — and only with the prior
approval of Judge Greene under the MFJ. 110

This new competition on both ends of the equipment supply market is fully
consistent with the traditional U.5. emphasis on enhancing eompetition through
the antitrust laws. Seetion 2 of the Sherman Aet imposes both aivil and eriminal
liability upon any type of monopoly setivity, ineluding monopsony. 11l Precisely

for this reason, the 1956 Consent Decree was hecessary to immunize ATET from

liability, because of the Meaptive consutmer" relationship between Western
Eleetric and the BOCs — a relationship with both monopoly and MoOnopsony
characteristies. Although the Antitrust Division of the Department of Justice as
well as the Federal Trade Commission have primary respongibility  far
enforeement of the U.5. antitrust laws, the FCC and the state commissions must
give at least some consideration to the antitrust aspeets of regulated firmg'
condyet.

The effect of the antitrust laws has ehanged substantially with the advent
of deregulation. In the past, the existence of a regulatory scheme often was held
by the courts to proteet a firm from antitrust liability, under the general rubric
of "primary jurisdietion.” As will be discussed, this doctrine has a variely of
different aspects, Its centrsl rationale, however, is simply that 2 court should
not hold a firm liable for engaging in governmentally sanetioned setivities.

"Primary jurisdietion” includes at least four major doetrines: primary
eXclusive jurisdiction, true primary jurisdietion, statutory exemptions, and
ageney immunizations.112 Under primary exclusive jurisdietion, s court loses all
power over a case, excep! the very limited ability to review any ensuing agency

action. On the other hand, true primary jurisdiction gives an agency the initial
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opportunity to consider a legel issue or to find faets, but reserves for the ecourt
the ultimate power to render a judgment.

A statutory exemption is simply a congressional act whieh bars antitrust
claims against particular industries. An sgeney immunization hes virtually the
same effeet of removing potential Hability, but iz not self-executing and must be
secured from an sgency. Statutory exemptions and agency immunizations thus
are quite similar in terms of both polley and impaet. On & state level, legislation
often slso ereates antitrust immunity under the "state action" doetrine, 113

The original statement of primary exclusive jurisdiction came in the
context of protecting Interstate Commerce Commission tariffs from eollateral

attacks in state courts. The putative parent of the doetrine is Texas & Pacifie

Railway v, Abilene Cotton Oil Co..!!4 I fact, the Court there held only that an

aggrieved shipper eould not chellenge in state court the validity of & railrosd's
tariff filing with the Interstate Commerce Commissien, but instead had to
commehee a proceeding before the Commission,

Statutory exemptions and agency immunizations create inherent problems
with regulated industries, since the theories behind regulation and antitrust sre
naturally antithetical. Although the basie regulatory and antitrust schemes
evolved at roughly the same time towsard the end of the nineteenth century, the
Supreme Court has recognized very properly that they repreéent "wo
regimes."!1?  Since administrative agencies often apply enticompetitive
standards, statutory exemptions and agency immunizations tay result in
approval of anticompetitive conduct !1® Lvery such deeision is thue at least
potentially anticompetitive.

The easiest cases naturally are these in whieh the status of an agency's
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immunization power or of an industry's statutory exemption i3 clear. When a
court finds that an ageney eould not eonceivably immunize a viciation of the
antitrust laws, the court need not eonsider whether the agency must pass on the
conduet.11T  Conversely, many industries operate under express statutory
exemptions from-the antitrust laws, 118

The situstion becomes infinitely more eomplicated, however, either where
the seope of en exemption i unelear of where an implied exemption may exist.
Congress is often deliberately or carelessly vague in its lenguage, In this area of
comparatively free decision, the courts have established virtually no standards at
all.  The Supreme Court occasionally hns suggested that immunizsation power
should turn on whether an ageney's regulatory seheme is suffieiently "pervasive.”
But the Supreme Court has vacillated in using even this general test, applying or
ignoring it as it has wished, in order to retain or relinguish  judieial
jurisdiction.11%  The cases indicate that the Supreme Court tends to look to an
agency's effectiveness in proteeting some publie interest other than competition.

True “primary jurisdietion" exists only where there is coneurrent
jurisdiction between & court and an ggency. I this sifuation, the guestion is
which tribunal will proceed first, rather than whieh tribunal will proceed. 120 To
be sure, primary jurisdietion has some impact upon the outeome of a case; after
all, if an ageney uses itz “expertise" to find faets, review under the substantisl
evidence rule will restriet a court's role greatly. (The substantisl evidence rule
prevenis a eourt from reversing sn agency unless the court finds that the agency
made & clear and material mistake.) A court may well be able to refer a case in
such 8 way, however, as to preserve unlimited review powWers.

One of the less visible but inereasingly tangible effects of deregulation has
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been to remove the traditionel protections of the primary jurisdiction doctrine.
As federal administrative agencies -- particularly the FCC -- have removed
regulatory reguirements, they have opened the door fo new antitrust suits.
Althougll no definitive statistical data exists, the sheer volume of antitrust
litigation has increased substentially during the last few years, perticularly in
the telecommunications field.121 One faetor naturally is the loss of many
defenses or iImmunities. Another is the need for an alternstive forum to resclve
private disputes which derepgulatory agencies refuse to handle. And g third is the
prospect of treble damages and attorneys' fees for a suceessful plaintiff in an
antitrust case. Indeed, some executives at regulated [irms have commented
informelly that they would prefler returning to the oid regulatory regime, rather

than eoping with the new antitrust regime.
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I
DEYELOPMENTS IN U.5. REGULATION
OF INTERENATIONAL COMMON CARRIERS
A. OVERVIEW OF DEREGULATORY POLICIES

Almost by definition, all U.5. regulation of eommon carriers affects their
ability to disseminate to end receive information from entities in other
countries, In some cases, U.S, authorities have made regulatory changes
without regard te their international impacts. In other cases, however,
international effects were of central importanece.,

The past decade has seen dramatie chenges in 1.8, governmental polieies
as to provision of telecommunications facilities and serviees in the United
States. The most dramatic single aet, of eourse, was the breakup of AT&T. 122
But other significant actions inelude the deregulstion of subscriber terminal
equipment; alternative long-distance companies; an "open-skies" poley allowing
privately owned domestic satellites; use of ecomputer technology by
telecommunieations networks: liberalization of international serviee restrietions:
the opening of loecal exchange service (0 competitive "bypassers," and
authorization for resale of long—distanee and local telephene setvice. 123

Because of the size of the domestie U.S. carrier market and the
recognition of complexities in the international market, the United States —
primarily through the FCOC -- has moved slowly to take actions relating to
international telecommunieations., In April, 1985, FOC Chairman Mark Fowler
annowced that the FCC increasingly should “turn its attention to the
international arena, since the Commission's work in the area of fostering

competition in domestic telecommunications was winding down. 124 Several
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recent FCC actions confirim this view., The FCC hes stated that:

We also seek comment on the extent to which differences
in the international market should be reflected in the
extension of our competitive carrier policies to that
market. In particular, would competition among ULS,
international carriers be sufficient to make the
international telecommunications market competitive
given the presence of foreign PTTs in the ?rovisian of all
international telecommunications services?123

Since the Carter administration, the FCC's philosophy has been that a
government agency has neither the resources nor the sxpertize to make
judgments about economice developments. 128 This appreach was a radical ehange
from more than 40 years of making just such judgments under the
Communications Act, which is viewed as almost & model statute in terms of
giving flexibility to regulators. Indeed, even as the Commission now is moving
into uncharted deregulatory tervitory, the 1234 Aet has changed little — exeept
perhaps for the recent cable television amendments end the LRecord Carrier
Competition Aet of 18081.127 Instead of seeking new legizlation the Commission
has relied on the Aect's broad mandates.

In moving forwerd on the international front, the Commission has
recognized the inereasingly global nature of U.S. firms' activities, the relianece
on telecommunieations as an integral part of both domestie and international
buginess, and the U.5. economy's increased focus on services rather than goods,
In order to apply their policies internationally, U.S. regulators have had lo deal
with major differences between the domestic and international envirenments.
Most important, the Commission has had to recognize and evaluate the role of

the overseas FTT or correspondent eareier in  every international

telecommunications enterprise. In the United States, of course, .S, government
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polieies apply to both ends of the cireuit. In international telecommunications,
however, a foreign PTT is at the other end, znd generslly has different
regulatory goals than the FCC's — most zignificantly, to subsidize domestic
systems with revenues from international service.I28  Competition among
international carriers obvicusly would reduce these subsidies.

The rigid structure of internstional telecommunications alsc areates
hurdles for U.8. deregulatory objectives. International serviee providers
previcusly were separated from each other by segmentation of the international
telecommunications market.12®  The sub-markets imeluded: the distinetion
between undersea cable and satellite faeilities; a separation between provision of
voiee and record services; and a differentiation between domestie =&nd
international service, 130

A key FCC policy in the past was its restrictive approach to international
facilities, particularly undersea cables.  Although it subjected ATET to overall
rate regulation, the Comnission rarely questioned any domestie faeility proposal
by AT&T. With regard to international facilities, however, the FCC closely
serutinized applieations. Its policy was based on both ATA&Ts tairly large
investment and pressure from Comsal to protect satellite traffic. In addition,
the Commission Hmited the firms which could provide sach type of service. It
generally restrieted AT&T to internations]l measured toll service (IMTS), and
limited the U.S. internationsl record carriers -- PI'T World Communications,
RCA Glebal Communieations, TRT Telecommunications, Western Union
Internaticnal and PTC Communieations -- to non-voige service {e.g., telegram
and telex). New entry into internstional telecommunicatinons was virtually

impossible for yesrs, and even the FOCls efferts to permit Western Union to
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provide international service required an amendment to the Communications
Act. 191

Not surprizingly, as its liberal domestie policies took shape, the FCCO's
entry snd serviee policies for international telecomrunications appeared to
make less and less sense, at least from the U.S. perspective. New carriers (such
as Graphnet, Telenet and International Relay) sought to enter the msarket; users
wanied new services and options; and observers increasingly recognized that the
fraditional market segmentation served no apparent purpose, other than
preserving market share for certzin carriers and maintaining rates at a lairly

high level

3. PROVIDERS OF INTERNATIONAL SERVICE

Although foreign common earriers are free to interconnect and do business
with both local and long-distance U.S. carriers, they may own only limited
amounts of stoek or other equity in U.8. carriers. Under the Communications
Aet, 132 4 foreign individual or entity may own only twenty percent of a U.S,
carrier, or twenty-five pereent of & holding eompany of a U.8. carrier. The
FCC enforces the statute rather strietly, end has looked beyond corporste
struciural deviges -- ineluding voting trusts, preferred stolck and management
contracts -- in order to find jllegsal alien ownership. 133

This Umitation obviously may be a bit anomalous, since il does not epply
uniformly to all of the electronic medis — most particularly, ceble television,
whieh has meny of the passive "eonduit” sspeects of &2 common carrier, 134 The
reason for this distinction seems to be solely the historicsal sccident that Section

318(a)s terms apply only to broadeasting and common carriage.
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AT&T continues to be the doininant provider of U.8. international message
telephone service, with more than 88 percent of the market. This pereentage is
likely to drop, since the O0CCs -- g.g., MCI and Sprint -- recently initiated
international message telephone service, In the record carrier (i.e., telegraph
and telex} market, ITT World Communications, RCA Global Communications,
TRT Telecommunications, MCI International (formerly Western Union
International) and FTC Telecomnmunieations continue to provide most telex
services. With the authorization of the Record Carrier Competition Act (RCCA)
of 1981, Western Union also provides international telex serviee.!39 Most of the
data traffic end the new electronie mail services are carried by voice earriers,
primarity AT&T,

The RCCA was enseted to permit Western Union to re-enter the
international record market, and to eliminate the artifiecial bapriers between
domestic and international record service created by Seection 222 of the
Communications Act.  This 1943 amendment barred Western Union from
providing intermational record service, becsuse Congress feared that Western
Union would use its domestic market power to monopelize international record
gervice.

Within the past 10 years, a&ditinnal firms — ineluding International Relay,
Telenet, Graphnet and Consortium Communications International — have enterad
the international reeord market. While these companies hold authorizations to
provide international service, they actually use other carriers' facilities.

Regulation of facilities ownership snd use still ereates significant ..
government involvement in internetional lelecomimunications. AT&T, the

internationel record carriers, and the OCCs hold ownership interests through
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“indefeasible rights of use™ (IRUs) i submarine cables, and participate in 10.8.-
mandeted "faejlity planring" exercizes, 138 These are a prereguisite to FCC
congideration of applications for zuthority to invest it snd construet sueh
foeilities. 137 Rather than consider individuat applicgtions for international
faetlities, the FCC created the [faeilities planning process to take a
comprehensive view of carriers' and PTTs' plans for submarine cables and
satellite eireuits. One commentator has pointed out somewhat irenieally that
when the FCC mitiated this process, "the Buropean administrations ... lesrned
that, no matter what arrangements they had made with the ecarriers, the FCO
had the final say in their investment decisions, so they might as well deal
-directly with the FQC,1138

The FCC has authorized new transoceanic cables, despite their siphoning of
traffie for internationsl satellite facilities. It also has begun approving the
cables of new ventures, sueh as Tel-Optik, a eonsaortium led by Cable & Wireless
as well as E. T. Hutton. 139 Comsat continues in its role as U.8. Signatory to
INTELS AT. Comsat is still a "earriet's carrier™, in that it deals solely with (LS.
carriers. Beveral new private satellite operators appear to be well on their wsy
to "bypassing" it, however, by establishing their own satellites and earth
stations. 140 Recently, Comsat established a corporate entity to provide end

user servipes.

C. CHANGES IN REGULATION OF INTERNATIONAL TELECOMMIUNICA-
TIGNS SERVICES AND INTERNATIONAL SERVICE PROVIDERS

As indicated above, over the past few yenrs the FCC has removed many of

the historical restrictions on international telecommunieations and the ULE.
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players. These FCC actions include the following:

1. Elimination of the voicefrecord dichotomy. Until recently, there was

a sharp distinetion between volee and non-voice serviee, The FCC allowed
AT&T to provide voice serviee, but generally not to expand inte the non-voice
market. The dichotomy resulted partly from historical eircumstances and partly
from the FCOC's concern in retaining & visble international record carrier
industry. In 1982, however, the FCC ruled that any earrier could provide any
service. 14l This followed a number of other decisions which pradually allowed
AT&T to enter the data market and the IRCs to enter the voice market.

2, Entry of Western Union into international telecommunications., 'This

was effected through the Record Carrier Competition Aet of 1881, which
repealed Section 222 of the Communications Act.}42  When Seetion 222 was
enacted, Western Union had a monopoly on U.8. domestie telegraph business, and
was required to divest its international operatjons in order to proteet the other
IRCs. Shortly before the RCCA's passage, the FCOC had determined that Seetion
422 was not reeiproeal —- that is, that the IRCs were free to provide domestic
record serviee, even though Western Unfon could not offer interngtional
service. 148 The Justice Department had kept ATAT out of the domestie
telegraphy sinee the fameous "Kingsbury Commitment" of 1213, under whieh
AT&T agreed to avoid that market, 144

3. Entry of additional internstional csrriers. In 1976 the FCC

suthorized Graphnet and Telenet to provide international record service, thereby
allowing competitive entry into intermational telecommunications.!4® More
recently, the FCC routinely has granted applieations by MCI, Sprint and SBS to

provide international service.
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4. Extension of Computer H rules to provision of international service.

As noted before, the FCC has increased substantially AT&TS ability to provide

"enhanced servieces" in its Computer II and Computer I proceedings. 148  This

may have an impaet on international telecommunications. Some U.8. earriers
fear that deregulation of enhanced service providers would inerease foreign
PTTs' powers in dealing with U.8. entities, and thus result in playing off U.5.
compenies against each other. Since service providers are not subject to FCC
authorization, they could negotiate arrangements with PTTs which did not
eon form to the FCC's policies for allocating costs among eommon earriers and
BOCs. At least theoretieally, an enhaneed service provider thus could divert
traffic and revenue from certificated U.8. carriers, and/or foree them to reduce
settlement rebates with the PTTs, Or a foreign company even could become a
U.5. enhanced service provider. It would not be subject to alien ownership
restrictions, since it would not own the transmission fecilities. And it might be
able to obtain preferential treatment on its home territory. Another issue is
wihether enhanced serviee providers wéuld utilize private lines and divert
revenues from the public switched networks. OCne response for the PTTs would
be to eliminate flat-rate tariffs for private line serviee, as Germany already has
done, Many U,3. users (such as IBM, Control Data and General Tlectrie) utilize
private lines not only to contro] costs for international data transmission, but
alse to keep transmissions confidential.

5, Applicability of deregulation of ecommeon carriers to international

communications. During the past few years, the FOO has eliminated rate-of-

return regulation for most ecommon earriers except AT&T, In the Competitive

Catrier proceeding, the Commission developed a dootrine of "lorbearing” from
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country, it would be considered dominant and subject to rate regulation. For
example, the FCC found that AT&T and the Hawaiian Telephone Company were
the only doemingnt IMTRE providers snd therefore subject to full rate regulation.
The FCC tentatively coneluded that no non-IMTS carriers were dominant, snd
thus should be subjeet to "streamlined" regulation -- mueh like its "regulatory

forebearance" in the domestic Competitive Cerrier proceeding. The non-

dominant carriers thus would need to file initial applications to serve new points,
but would not require permission to sctivate additional eircuits; instead, they
would need merely to report their cireuit activations iwice a year. Tariffs would
be presumed lawful if filed on 14 days' notiee, but would not need to include
supporting data.

8. Uniform Settlements Doecket. The extent of U.S. poverament

involvement in the settlement arrangements between U.5. ecarriers and their
overseas correspondents is a eritical issue for U.S. internations} carriers. The
FCC administers a Uniform Bettlementis Poliey, whieh requires all U.S. earriers
1o have uniform settlement rates with all other carriers for the seme routes. 191

When different entities provide international telecommunications service
at each end of s ecircuit, they sgree upon a division of the revenues between
them. The entities create an "accounting rate" or "setflement rate’ —- that is,
an amount to be paid by the ecarrier eollecting from 8 eustomer to the other
carrier- The aecounting rate may bear little or no relationship to the actual
customer charge or "eollaction” rate.

As a hypothetice] example, the aceounting rate for the first three minutes
of a telephone eall between New York and Paris might be $3.00, the charge for

the call in the U.5, $4.50, and the charge in France $6.00. When U.8. customers



‘suoryeoldde £III08] DIISIWIOD 1FOW U] SIUaUIISSAU 01 LostardlLod Ul s3am] ATqrsia
SJ9M SO[ED SULBILGNS [EUCTIVLLIDIU Ul S1UDUNSIAN osneoag A[)MEJ ‘eseq o1RJ
5,J@TAIBD 8 Ul 958820u] e Pajjlisn{ pasu J181) J48yjoym apiosp o} SIT3IOE] osol]
Joj suonELHAde PRZIUNNIDS D0 SYL *SPHIIIOE] S(qEo sUnBwWAns Jo JdIYSIDUMO
pUB JO] UO[IBTIIOUING UG pPasSNOO} UOISSTWLOT oy} ‘SB}i[[919F SUOLIEDIHAWDD
JO 3UIAPE BY) O} 0N ‘SJOPIAGJ] BOlAJIS DUR BIPIU UOISSIWSUBI Jo Sodiy
Hagmiag uciyaditon JSBAIDUT ) 1yBnos SBY 0818 DO AUl ‘S501AJ98 [BUOLIBILIAYLT
o} setolfed Alojndadep puw sannsduiod-csd §31 Bupusixe 01 uonippe u

SNOISIOAd AFO0LVINDTY qALVIIE-SARLITOVE *d

pg] FUISR BIAUACABIUN WG] BUWIIT ‘g1 JUsASId PUB SISIENSUGD g N
199104d 0) 18pIC Ul A[BS0]0 JUIOW §2181 SUlJUNOINE TRUGIIBUIDIUL SZIUTHIIGE O30 ]
QY} 18U} pa1sadsns sedad punoJSNosq JIBIS pBEI v ‘ADI[0g SIUSWS[1ING WIOIuf)
3y} Ui EYs-2d 1 JS2101UT DPRIBSlpw sey A[IUs0al D00 SUl 4anogv A B LD
pinem ofgnd 8l o1 $)ijeUDq JPUIC IBY] L0 SSEDIOSD DINOM SIIBJ UOHDSIIOD
1eYy] UMOYE jou pRY D014 18Ul PR183S boiEsiuitlol syl ‘isanbsd ay) Swkusp
Ul rsstajunod yeadodnd §g PUBR WOPHUI POIIUN SU) UILM SDIAIYE Xa13} J40] S91Bd
Aurunodoe 0Npad 6} DILLI MOIE 0] TATI04 SIusWS[IIsg WU S 1o IBAlEM
8 407 (DOLJ) SUONENUNWIWNOD D14 Ag 3senbals w pajuap A[3Usoad H0J UL

"AoNod S} woay 91BTADD O} JUE1SA[SI USSQ SBY DO oY) ‘18
08 9384 waejiun v Lad of saslaen g ge Julnnbar 4q 's1i g udtesop Aq Buimes
-dgm, woly sougdwod gy joojoud o3 sydweilm ing ‘pus ‘g Syl o 5971BJ
SIIATED "5y 218[ndad Jou ssop £or1ogd SIHRWIANIISS WACJIU} QUL LWLV 0} 00}
EVIPSJD wany U y2iygsm ‘LI yousdg 21 o1 of'of Ard oy f[{ED $WOISHOD gouslg

usyM  LEJZ URURAI 2u3 0} (g4 SUPID yoiym LRIV o} pstpg Awd Loy fTeo

_Eﬁ-_



-49 -

the Commiszion reviewed them closely.

AT&T, the IRCs, and other carriers used these cables and were at lesst
theoretically subjeet to rate bese regulation; they thus sought to obtain
ownership interests in these faeilities, in the form of the previously-mentioned
indefeasible rights of use (IRU). The FCC eoncluded that it was impossible .to
audit the IRCs, and that no benefits would flow from rate regulation of that
industry.}5¢  The earriers sought ownership interests in order to expand their
rate bases and realize certain benefits under the U.S. Tax Code. These
indefeasible rights of uge still exist. This ereation of new ownership interests in
the eables {in addition to the PTTs interests}) added new parties to the
negotiating process.

Further complexity resulted from the activities of INTELSAT, threugh
Comset. Anxious to implement the Communications Satellite Act of 1952, the
FCC initially made Comsat a earrier's earrier in providing internationsl satellite
serviee. 199 The Commission also reguired carriers fo use satellites as well as
cables, in order to promote the internationel satellite system. The carriers
preferred the submarine cables, however, because of their Known technology end
the carriers' ownership of the IRUs. Moreover, carriers used satellites under
leases, which could not be ineluded in & errrier's rate bage.

As new carriers entered the international market and new services were
offered domestically, the FCC found that flexibility was not eommon in the use
of international facilities, The "fifty-fifty" balanced loading principle, in foree
since 1379, was modified to permit AT&T to carry up to 60% of its traffic on

cebles by 1990, with total freedom for the other carriera.156 Ryan the

remaining restriction seems fated for extinetion.
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Following enactment of the Comsat Aet,164 the PCC developed various
policles to effectuate and proteet Comsat's role as the U.S. Signatory and
monopoly U.S. provider of international satellite service. A key ecomponent of
this role was the construction and operation of earth stations to uplink te
INTELSAT satellites. In 1866 the FCC outlined an "Interim Policy" for the
ownership and operation of these stations. Comsat and the U.S. international
service carriers -- AT&T and the IRCs -- would own and operate the stations
jointly through a cooperstive Earth Station Qwnership Committee {ESQC).169
This approach gave Comsat the major role in earth station management a8 well
gz investment decisions, and allowed Comsat to bundle earth station costs with
space segment costs in setting rates.

Following pressure from wvarious carriers snd users, in 1982 the FCC
proposed a more liberal international earth station policy.lﬁﬁ Carriers and users
wanted Comsat to separate out its space segment {satellite) and earth segment
{earth station) charges; thev also wanted the ogption of building their own
lower-cost earth stations at sites with efficient access to INTELSAT. In 1984,
the FCC authorized international carriers to construet and operate international
earth stations. 157 The Commission coneluded that “eompetition in the provision
of earth services [wil] enhanelel intramodal eompetition by pertnitting earriers
other than Comsat to own and operate earth stations,"168

The Commission's new poliey on international earth statioh ownership has
BOMHe  restrictions. Applicants may not receive routine aetion on  their
applications unless they propose specialized new services, such as the INTELSAT
Business Service (IS}, The TCC indicated that it was unlikely to grant

applications for general purpose earth stations mecessing the international
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satellite system. The Commission also required Comsat to separste out earth
and space segment charges in order to further competition. Finally, the
Commission imposed additional requirements on the phase-out of the ESQC
srrangement, 169

Not suprisingly, the competitive pressures that led'ta:.:: modifications of the
agrth station gownership and authorized user policies necessitated an examination
of whether Comsat should continue to be the szele U8, source of access to
INTELSAT.

Even though the Commission at times has acknowledged the difficulty of
extending its pro-competitive policies internationally, it has attempted to inje.ct
as mueh competition as possible on the U5, side. A perhaps unforeseen
development and an opporlunity for furthering competition resulted from
applications far satellite systems to compete with INTELSAT, and, most
recently, applications for private submarine eables.

These applications follow the same provedures as any reguest for
suthorization to operate a radio frequency spectrum device under Title Il of the
Communications Act.170  Thig procedure essentially requires an applicant to
show its financisal, legal, 88 well 85 technieal qualifications, and to establish that
ftz aperation would net cause electrical. interference to any other service, The
only difference betweean an application for an international sstellite faeility and
any other Title III application -- whether lor & television station or a mobile
radic -- iz that & geosynechronous orbital pozition must be availahle for allocation
by the FCC, The totel number of availsble orbital slots, of course, is governed

by the regulations of the International Telecommunications Union. 171
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In 1283, Orion Telecommunications applied for g license to build a private
satellite system over the North Atlantic. Orion would lasunch its own sstellites,
and not make use of any INTELSAT faeilities. 172 [is applieatioﬁ was followed by
filings from othet companies: International Satellite, Ine. {backed by TRT)
Cygnus {backed by the earth station manufacturer MA/COM); RCA Americom
(for modification of a U.8. domestic satellite); and PanAmerican Satellite (for
service to the Caribbean, Mexico and Latin America), These applications were
oppased by foreign governments, and touched off a debate within the U.S.
government eoneerning whether the U.S. should endorse or permit international
systems to "bypass" INTELSAT. A large part of this econcern emanates from
provisions in the INTELSAT agreements concerning non-INTELSAT internationsl
satellite systems. 173

The intra-governmental debate kept the appliestions pending at the FCC,
and culminated in the issuance of a White Paper, intended to provide guidance to
the FCC in its deliberation,17¢ The Executive Branch's involvement in the
debate probably was diseretionary on its part, and not legally required in any
tashion.17%  Although the President has a statutory role under the Aet,
Hxecutive Branch participation never has been held to be mandatory. The FCC
thug presumably could have proceeded on its own, since it is =& legaily
independent ﬁgency. The Executive Branch often uses its obviocus influence,
however, to break regulatory logjems -- such as that inveolved in Orion's
application.

The Execttive Draneh's White Paper eautiously approved the concept of
separate systems, as long as they did not interconneet with public switched

networks — thus restrieting them to private line service. The FCC conducted a
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proeeeding on the pending epplications and eventually granted them, subject to
limited conditions.178 Not surprisingly, Comsat has opposed private satellite
systems vehemently. Indeed, both Comsat and INTELSAT have sought legislation
Lo preelude such systems or {o restrict their cperations.

Not to be outdone by the competitive satellite applicants, two companies
-- Tel-Optit Limited and Submarine Lightwave Cable Company {SLCC) --
applied for licenses to operate international submarine eable in the U.5.177 The
submarine esable applestions did not raise issues under the INTLELSAT
agreements.  Moreover, the major U.5. owner of submarine cable systems,
AT&T, did not file any substentisl objections. The FCC thus moved
expeditiously in granting the Tel-Optik application.178 The Tel-Optik
application proposed two eables, to be operated in conjunetion with Cable &
Landing in the United Kingdom, the first cable to be implemented in 1989, the
second in 1992, Similar applications are pending for Paecific routes. 179 Apart
from questions about the availability of eapital, the eompetitive submarine
cables generally face less regulatory opposition and will not be restricted as to

the gervices they can provide,
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I
THE INTERNATIONAL IMPACT OF
DOMESTIC U.5. RESTRICTIONS ON
THE AVAILABILITY OF DATA
A. LIMITATIONS ON EXPORT OF DATA

As noted in Parts I and II, U.8. regulatory agencies inereasingly have
deregulated both domestic and international facilities for data transmission. The
conduits of communication thus are less restricted than ever belore.

Clesring the international channels, however, does not per se assure & free
flow of information. Like other countries, the United States has many
restrictions upon the availability of certain types of infortnation--for reasons
ranging from personal privacy to national security.

indeed, the trend towerds both domestie and internstional deregulation
makes these restrictions perticularly significant. with the removal of
substantial impediments to international transmissions, dome_stic restrictions on
the availability of data may become the most signifieant burden on the free fow
of information from the Dnited States side.

P.art Three thus gives a sampling of the major domestie U.S. restrictions on
the availability of data--whether for domestic or international transmission. As
noted in the Introduction, no overall seheme exists for this patehwork of laws.
Nevertheless, an overview is useful.

In general, the U.5. regulatory regime does not impose restrietions upon
the import or export of data and data progessing or sitnilar services, There are
numerous restrictions, however, on domestic use ﬁmil transmission of security-

related information. These regulations naturally affeet international



telecommuniestions,

1. Technology and Teehnolorical formation

Both cooperatively with several Western bloe nations and on itz own, the
United States restricts the transfer of technrology and technological information
to hostile or non-aligned nations. This section briefly reviews the domestic and
multiléteral regulatory sehemes for controlling the export of sensitive data.
Current U.S. export controls fall into three categories:

Nuclegr information is regulated by the Nuelear

Regulatory Commission {NRC) and the Department of
Energy {(DOE} under the Atomic Energy Aet of 1954, ss
smended by the Nueclear Non-Proliferation Act of 1978;

Muniticns _and related information is eontrolled by the

tate Department, under the Arms Export Control Act of

1976; and

"Dual uge" information end technolegy (e.g., information

with Doth military and eivilian applications) is regulated
by the Commerce Depariment under the Export
Administration Act of {079,

a. Control of Atomie Energy Information. ‘The Atomie Energy Act

imposes ecriminal sanctions for divulging "restricted date™ te unauthorized
recipients.w” Restricted data is:

all datu coneerning (1) design, manufacture, or utilization
ol atomie weapons; (2) the production of speeial nuclear
material; or (3) the use of special nuclear material in the
production of  energy, but shall not include dsta
declassified or removed f{rom the Restrieted Data
categ‘ury.lgl
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A quirk in this law is that data remains restrieted until declassified -~ even if it
already is in the public domain. This led to the ¢elebrated Crogressive case, in
whieh a federal distriet court enjoined publieation of s magazine article
explaining how to build & hydrogen bemb.182 This appears to be the only cage jn
U. 8, history in which a eourt imposed a prior restraint on a print medium.

(v Information on Munitions. Under the Arms Export Control Act, the

State Department meintains a "Munitions Lizt" and licenses the import as well as
export of any items on the lst.183 The State Department’s International Trade
in Arms Regulations {("ITAR"} restriet the diselosure of technical data pertaining
to weapaons, including "any unelassified information that can be used or adapted
for use in the desigh, production, operation, maintenance or reconstruction™ of
items on the Munitions List.!84 The ITAR also prohibit the export of technology
or mformation which "sedvances the state-of-the-art or establishes a new art in
an area of significant military applicability in the United States™ without State
Department authorization, 189

o "Bual Hse" Technelopy angd Technical Infermation. Under the Export

Administration Act {(EAA),186 the Commerce Department controls the export of
commadities, technologies and data on industrial processes which affeet national
security, foreign policy or limited domestie resourees. Teehnical information
about industrial processes is defined in the Department's Export Administration
Regulations (EAR) as ™nformation of any kind that can be used or adapted for
use in the design, production, manufacture, utilization, or reconstruction of
articles or materials."” This information is placed on a Commedities Control List
—- &n appreach similar in eoncept te the State Departmént‘s Munitions List.187

The DAR define "export" not only as the transmission of teehnical data outside
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of the United States, but also as the verbel ar written release of such data to
foreign naticnals within the United States. Unlike nuelesr information
restrictions, however, the EALR exempt public domain infermation from export
restrictions. 188 The reasoning of the Progressive case thus presumably would
not justify a prohibition on publication of such data.

Iems on the Commedity Control List and information ralated to these
items may be exported only with & license from the Commerce Depertment.
"Validated lieenses" are regquired for some exports, dependihg upon both the
nature snd destination point of an item. '"Generel lHeenses" cover exports not
requiring a validated leanse, 182

Beoth the ITAR and EAR definitions of technical data are broad enough to
require export licenzes for a wide renge of information. These regulations
require information providers to determine whether their informstion includes
"technical data," and whether the information will be available to aliens. If so,
an information provider must obigin a license from either the Commeree or the
State Department prior to disclosure. (Exemptions for materisl in the public
domain sometimes are applicable, as noted sbove.) The State Department may
deny, revoke, sugpend, or amend licenses without notice, if it determines that
such actien is necessary in the interests of world peace, nstional security, or
1.8, foreign pﬂliey.lgﬂ Bimilar provisions apply to the Commeree
Department, 191

d. Multitaters]l Export Controls

In 1850, the United States, Canads, the United Kingdom, France, West
Germany, Italy and Japan created a multilateral consulting organization to

coordinate export controls for mutusl security —- the Coordinating Committee
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{CONCOM). This sgeney controls 150 items for export to the USSR, other
Wersaw Pact nations, Albania, North Korea, Mongolia, Yietnam and the People's
Republic of China- CONCOM reviews this list approximately every three to four
years. All member nations must coneur in additions to or deletions from the list.
Exceptions may be obtained -- and the United States has received more than Bty

other nation -- upon the approval of member nations. 192

e, Differential Treatment of Certain Audio-Visus] Materials

In 1967, the United States formally ratified a multinational agreement, the
purpose  of whieh is to promote international mutusl understanding by
international cireulation of seientifie, educational and cultursl materials. 1¥3 The
Agreement originally was adopted by UNESCO at its third general session. in
Belrut in 1948 — hence its informal name, "The Beirut Agreement”, Initisl
implementstion of the treaty by the United States was effected by a statute, 194
and by an Exgeutive Order.19% The United States Information Agency (USIA) has
been designated by the President to implement the Acreement.

The Agreement facilitates the flow of information between signatory
nations by curtailing iinport duties, licenses, and special taxes through the
issuance of exemption ecertificates. Each signatory nation controls export
licenses to material which originates within its” borders. Even if licensed,
however, incoming material is subject te an independent determination by the
imperting nation as to the malerial's educational ehsracter and exemption {from
import duties -- a procedure called "suthentieation.,™ The Agreement reguires
its signatories to certity materials to be of a "seientifie, cultural, or edycational
nature" when:

Their pritnary purpose of effeet is to instruet or inform
through the development of a subject or aspeet of a
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subject, or when their eontent is sueh as to maintain,

increase or diffuse knowledge, and augment international

understanding and goodwill; and when the materials are

representative, authentie, and accurate . .. .196
Audio-visual materials covered by the Agreement include films, filmstrips,
mierofilms, sound recordings, slides, models, wall maps, posters, videstapes Mand
the like.n197

The UBIA implements the Agreement through a series of regulations. 198
Review and certification of materials is condueted by the USIA's Chief
Attestation Offieer {CAO), The regulations require the CAO to consult USIA
and other government experts for eertification or suthentication of materials
whenever "the desirability of substantive expertise in making a fair evaluation®
is indicated.19% This ad hoc review is complemented by o standing
Interdepartmental Committee on Yisual and Auditory Materials for Distribution
Abrosad, which advises the USIA on broad poliey questions and evaluates specifie
materials,  Applicants may seek formal review of CAQ decisions before a
Review Board of three USIA members, appointed by the Director of the USIA.
Final review is through the USLA Director.200
The U3IA routinely certifies materials to be of "international educational

character” -- i.c., subject to duty-free import or available for export —- under

the eriteria of the Agreement. But jt generally refuses to certify entertainment

programming, spot news and propagands materials.2g]

The rationale behind these exclusions from duty-free treatment is less than
¢lear. Entertainment and spot news may be exeluded by the Agreament's
language thet the primary goal of the material is "to instruct or inform through

the develepment of a subject or aspeet of a subjeet,” or that its content
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“maintéin, inerease, or diffuse knowledge."202 Entertainment may have a
primary purpose other than instruction: spot news does not necessarily enhance
understanding of an issue,

If a prograin attempts to "nfluence opinion” or to "espouse a eause," it still
may bé instruetive or informetive.20d But as the Chief Attestation Officer of
the United States has noted, "if we feel that the purpose of a film i to advoeate
4 cause or is persuasive of one point of view, that's one type of propaganda, and
we deny it a eertificate."04  This standard may aHow the USIA to deny

certificates on the basis of subjective or ideological feelings.?0%

B. PRIVACY

The United States has been active in protecting personal privacy against
governmental intrusion. A number of Jaws prohibit the eollection of personally
identifiable data by both publie and private entities in a comparatively narrow
set of eircumstances, A melange of federal, stete and local statutes protects
personal data on a piecemeal basis. In most cases, federal or state lepislatures
have aected upon highly particularized fears -- e.g., governmentel data
processing for edministration of welfare payments or use of interactive eable
television for audience research.

Althouph these restrictions mainly inhibit domestic activities, they also
might impeet on a variety of internationsl transactions. For example, credit
ratings on U.8. investors imight not he available for overseas entities because of

federal or state laws to protect personal privacy.
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|8 Restrietions on the U.S. Government

The Privaey Aet of 1874 regulates the eollection, maintenance, use and
dissemination of information by federal sgencies.208 The Act defines a “record”
as any piece, collection, or grouping of information about an individual that is
maintained by a federal ageney. This includes data on an individusl's education,
medical history, financial transactions, ecriminal activities or employment
history, if it contains his or her name, identifying number, symbel or other
identifieation, 207

Under the Act, no agency may discloge any reeord to another person or
ageney, eXeept pursuant to & written reguest by -- or with the prior written
consent of -- the individual affeeted, unless the record falls within one of
several eXxemptions. For example, exeeptions exist if diselosure of a record
would be pertinent to a eivil or criminal law enforcement activity, which is
guthorized by law and carried out by any properly authorized U.3. law
enforcement agency or pursuant to an appropriate eourl order.208

If an sgeney maintains records, an individusl may gein access 1o eny
information about him or her. The ageney must; (1} permit the individual to
review the receord and have a copy made; {2) allow the individual to request the
agency to amend any sueh record; and {3) upon refusal to amend a record, grant
an administrative review of such refusal within thirty days.mg A final agency
decision is reviewable, of course, in the federal aourts.

An agency also may keop only such information about en individual as is
relevant and necessary to accomplish the agency's goals. It must colleet date
from & person direetly to the extent possible, if the information might resuit in

adverse determinations about an individual's rights, benefits, and privileges under
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through the Attorney General, may authorize electronic surveillance to obtain
foreign intelligence information without a court order.222 The surveillance must
be directed solely at intereepling communieations between foreigh powers or at
acquiring technieal intelligence information emannting from premises under s
foreign eountry's exclusive control. There must be no substantial likelihood that
the surveillance will intercept communications with a U.8, ecitizen.223 Where
communijeations of U.B, eitizens are involved or are likely to be invalved,
surveillance cannot be undertaken without court approval224  The Attorney
General may direet 8 common caerier to furnish all information, faecilities or
technical assistance necessary to carry out surveillance, and to keep records of

the eommunications under striet seeurity procedures.229

3. Government Access io Finaneigl Date

The Right to Financial Privacy Act of 1978 generally denies government
authorities access to eustomer finaneial information held by ranking and other
financial institutions.?2% But exceptions exist, sueh as: authorization by the
eustomer; eompliance with an sdministrative subpoena, & vald search warrant,
or B court order, or a formal written request.227 Al of these activities must
further & legitimate law enforeement inguity in order to ereate an exemption.

A pgovernment ageney must hotify the subjects of an inguiry that their
financial records sre being sought, and diselose the purpese of the request. A
person subjeet to an inquiry may challenge the inquiry in federsrl eourt, on the
ground that the information sought is not relevant to e legitimate law
enforcement inguiry.228 The Governmant may obtain 4 eourt order for direct

aceess without notiee, upon a showing that notice would allow the subject party
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to flee or to destroy evidence.24? Upon receipt of financial records, ene
government agency may not diseclose them to another agency without notifying
the subject party and without a pertification from the reeeiving agency that the

records ere relevant to & legitimete law enforeement inguiry.230

4. Electronie Funds Tranafer Act

.The Electronic Funds Transfer Acet (EFTA) requires finaneial institutions to
inform their customers about their rights and obligations for EFT services.231 It
provides procedures for resolving inaccuracies in customer acecounts, and
penalties for banks' errors in transmitting or docum enting EFT transactions.

The EFTA defines an "electronic funds transfer" as any transfer of funds
initiated through an electronie terminal, telephonie instrument, computer or
magnetic medium (e.g., tape, dise, RAM) to authorize a finencial institution to
debit or credit an account, This includes point-of-sale transfers, automated
teller machine transactions, direct deposits or withdrawels, and transfers by
teleph:::-rm.232 The Act covers state or national banks, state or federal savings
and loan associations, mutual savings banks, state or federsl eredit unions, or any
other entity which direetly or indirectly holds customer accounts,233

The Act requires a finaneial institution to diselose the terms and conditions
of EFT accounts whed a eonsumer orders EFT service, ineluding information on
isgues such as: the consumer’s liability for uneuthorized translers; the types of
services offered; rates for all services; the institution's lability to the consumer:
and the conditions under which EFT eonsumer information will be diselosed to
third parties.23¢ The consumer is liable for an unauthorized IFT transaction if

it took place either with an acecess card or device issued by the institution for
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reputatisn, persongl characteristics, ar _mode of living . .. to be used as a factor
in establishing a consumer's eligibility for: oredit or insurance, employment,
povernment benefits or licenses or business transaetions."241
A eonsumer reporting agency may furnish a finaneial report under the
following cireumstances:
1. in response to a valid eourt order;
2. with the gonsumer's permission;
3. to parties which intend to use the informsation far a
eonsumer credit transaction ({e.g., extension of
eredit, review or eollection of an sccount} or for
employment purposes:
4. for underwriting insurance for a consumer;
5. to parties using the information to determine =
consumer's eligibility for a government lieense or
benefit; or
f. to parties with a legitimate business need for the
information in connsetion with & business
transaction with the consumer,242
A CRA need not allow consumers to see their files, but must disclose to
them the "nature snd substance" of all information {except medical information)
in its files, the source of the informatiocn, and any third-party recess to the data
within the last six months. The Act prohibits reporting of obsolete information
-- e.g., paid tax liens which antedate the report by seven vears.24?
Consumers may dispute the contents of their file.244  yUpon the

verification of diserepancies, the agency must delete inaccuracics and notify
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putties who had received the information.245 If a third party denies eredit,
insurance, or employment {o a consumer on the basis of a CRA's report, the third
party must identify the CRA 16 the consumer, 246

Willful nencompliance of these provisions by CRA or third parties ecreates
liahility for aetual and punitive dam ages.247 Negligent noneompliance also gives
rise to lability. The Aect's requirements are enforced primarily by the Federal
Trade Commission and secondarily by the Faderal Deposit Insurance Corperation,

the Comptroller of the Currency and others.248

6. Collection of Information by Cable Television Systems

. Federal Law

The Cable Communications Policy Act of 1984 i3 a genersl codification of
cable television law, ineluding provisions on subseriber priuaey.249 The Act
requires cable operaters to give initiel and thereafter annual written notice to
cable subséribers, iforming them of: (1) the type of personally identifable
infermation to be ceollected on them and the nature of its use; (2) the nature,
purpose, and frequency of diselosure of such dats, as well as the types of persons
to whom disclosure wilt be made; (3) the time period during which data will be
maintained by the operator; and (4) the times and places at which subseribers ean
examine this information, 230

The Cable Aet prohibits a cable operator from collecting personally
identifiable information econeerning any subseriber without the subscriber's prioT
written or electronic consent.25l For example, on an internctive or two-way
system, a computer might need to ask subseribers whether they consented to

release of information about their transzaction belore processing transaction
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requests. Without a subseriber's consent, a cable_nperator may collect anly dats
necessary to render cable service or to detect unazuthorized reception of cable
communieations, 252

A cable operator may not diselose personally identifiable information about
subseribers without their eonsent.253  An exeeption to this prohibition exists if
disclosure is necessary to conduet a legitimate eable televigion business activity,
Of I8 pursuant to & court order after the subseriber has reeeived notiee of the
arder,

Cable subscribers have access to all information about them meintained by
a cable operator.254 A subscriber must have a reasonable oppartunity to correet
any error in such data. A cable operator must destroy personally identifiable
information which is no longer necessary.299 Any person aggrieved by a cable
operator's vicletion may bring e eivil action in & federal] distriet court., The
aourt may award punitive as well as actual damages, and reascnable attorneys
fees as well as litigation costs.256

As a corollary to a subseriber's aceess rights, a government aganey may
oblzin information about & subseriber only if it shows a court through eclear and
convineing evidence that the subject of the request i{s reasonably suspected of
engaging in criminal getivity, and that the information would be material
evidence in the case. In any event, the subscriber has a right to contest the
government's elaim,257

The Act does not prevent state or loeal franchising authorities from .
enaeting or enforeing laws consistent with the Act, in order to protect subscriber

privaey.238 A number of states and eities in fact do s0, &5 discussed balow.
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conversations without the subscriber's express written consent. A cable operator
also may not disclose any individusily identifiable information — such as a
subseriber's viewing habits, shopping choiees, interests, opinions, banking data, or
an};. other personal or private information - without the subscriber's written
consent.263

The California statute also prohibits a cable operator from giving
individually identifiable subseriber data to government agenecies in the absence
of legal compulsion, such ag & court order or subpoena. An operator must notif Nj
4 subseriber of the nalure and origin of any reguest prior to disclosing
information, unless otherwise prohibited by law.264

Individually identifiable subscriber information gathered by a cable
cperator must be made available for subseriber inspection. If a subseriber shows
that the information is inaccurate, an operator must correct the data.285 A

cable operator must notify al) subseribers of their privaey pmtections.zﬁa

7. Unsuthorized Interception of Programming

The Communiecations Act includes a general prohibiticn on  the
unauthorized interception and commereial exploitation of signels not transmitted
to the general publie, 267 Divulging the eontents of these signals to third parties
wilhout the sender's consent viplates the Aect. The prohibition does not apply,
however, to radio communications relating to ships, aireraft, vehicles, or persons
in distress, or transmitted by atmateur or citizens band operators.

As amended by the Cable Aet, Section 705 alse prohibits the .intereeption
of channels on a cable television system without the program supplier's speeifie

authorization. In effect, it creats a federal "theft of service" statute, to prevent
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viewers from receiving programming without paying for cable service. The
severity of eriminal penalties for vielating this section depends on the nature of
the intereepted signal. Willful violations for personal use may result in fines of
up to $1,000 and imprisonment for up to six months. But if a persan willfully
intereepts signals for purposes of "eommercial guin® (e.g., to attract customers
to a restaurant), he or she iz liable for fines of up to $50,000 and imprizonment
for up to two yeers.

Along somewhat similar lines, another Cable Act amendment attempts to
create & new "marketplace' system for eable and other programming transmitted
by satellite.2%% Mout cable chennels —- such as the pay channel, Home Box
Office (HBO) -- are transmitted via satellite and intended for receipt only by
cable television operaters, who then resell them to their subseribers, Many
viewers have bought inexpensive — $1,000 to $2,000 -- satellite receivers, in
order to piek up these signals for free. Section 705 now allows recaption of
programs if they are not encrypted and if a "marketing system" is not established
Ly the naticnal programming souree, such as HBO.

If & marketing system has been established, a user mey receive such
Programming upon paying the programmer for 2 license.26%  Unsuthorized
private viewing of these signals is punishable by a fine of up t¢ $1,0400 and
imprisonment for up to six months. If people intersept these sipnals without
authorization and for comtnereial gain, however, they may be fihed up to
$50,000 and imprisoned for up to two years.210 Violators face oivil liability for
all revenues received by their interceptions. Programmers also may seek
injunctions and dumages.

I praetiee, the unsuthorized reception of satellite transmissions has been
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growing by leaps and bounds, particularly in rural areas that are nof served by
cable televizion. Some observers believe that almost 2,000,000 homes now have
satellite receivers.27]  Satellite programmers reeently adopted & uniform
scambling protocol, however, and will begin encrypting their signals in 1986 — a
move wileh naturally will foree viewers to buy service from the
programmers.272 The trend appears to be that local cable operators will sell
programming for satellite reeeption within theic operating areas, thus adding a

new revenue flow to their operations.

C.  ANTI-ESPIONAGE LAWS AND CLASSIFIED INFORMATICN STATUTES

.5, law contains a large number data classification provisions relating to
espiun&ge.ﬂ?a An intensive discussion of these provisions s neither feasible nor
appropriate. Nevertheless, a briel description of several major provisions may
be iIn order, since all of them impaet upon the availability of data for
international transmission.

The Espionage Act imposes fines of up to $10,000 and imprisonment for up
o ten years on persons eonvicted of engaging or conspiring to engage in three
broad cetegories of prosecribed activity.2T4 The terms of the Act are quite

comprehensive in scope, They include the following.

k. Gathering, Transmitting, or Losing Defense Information.

It is illegal to obtain information regarding national defense by citering
military installations, government buildings or researeh laboratories, or by
intereepting defense-related telephone, telegraph, or radio transmissions.275

Unauthorized ecopying or other obtaining of documents, plans, photographs and
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items eonnected with the nationsl defense also violates the Act.276 if g person
receives or attempts to receive illegally procured national defense materials, he
or she is in viclation of the Aet.277 If people with lawful sccess to defense—
relsted materials communiéate such information te unsuthorized persons or fail
to deliver sush information to an autherized 1.8, official, they also violate the

Act.ZTS

2, Delivering Defense Information to Foreign Governments.

If people have reason to believe that information in their Possession may be
used to jeopardize nationel sscurity, they may not communicate it to any foreign
governiment or its agents.z?g Violation of this section iz subject to putishment
by death or life {mprisonment. Attempting to communicate defense _and
seeurity-related information to an enemy in wartime may be punished by

execution or life imprisonment. 280

3. Disclosure of Classified Infor mation.

The law prohibits any knowing eommunicstion to unauthorized persons orf
classified information eoncerning: {1} the nature, preparation, or use of any U.8.
or foreign code, eipher, or eryptographic system; (2) the design, construction, or
use of U.3. or foreign eryptographic or intelligence-related devices: (3) the
communications intelligence activities of the Unijted States or any foreign

government; or (4) confidential communications of foreign governments.281
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CONCLUSION

This survey of restrictions on data Tlows out of or inte the United States
shows that sueh restrictions are relatively limited and are diminishing outside
the area of national sceurity. Tistorieally, the United States has exercised somc
control over international communications by repulation of the channels of
communication, rather than of the content of the gommunications themselves.
This regulation was premised initially on the scarcity of electromagnetic
gpectrum and later of geosynchronous orbit positions. Coupled with the absence
of a governmental monocpely, this seareity necessitated an allocation smong
private firms. The regulation of cormmunications channels, in turn, fooused
primarily on industry strueture rather than of behviour, on the grounds that
structure determines behavior and that struetural regulation avoids free speeeh
problems under the first amendment of the U.S. Constitution.

Historically, U. 8. policy in international telecommunications had been to
carve up the market inte distriet segmments, each assigned to different types of
carriers, Underlying the restrietive licensing scheme was the degire to regulate
behavior and at least partly to limit AT&Ts power, by restrieting it fo the voice
market, regulating iis rates, and insulating the international record earriers from
rompetition,. When sstellite ecommunications emerged as a potential disruption
to this system, fear of AT&T's expanding powers led the TLS. government to
Create Comsat as a mohopoly, initially serving as a carriers' carrier without any
competition for users' business.282

This system of neat, compartmentalized service categories functioned as &

cartel mechanism by dividing markets and separmting competitors from ecaeh
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other. Partly beecause it was profitable, it proved unstable when its underlying
eunditiéns changed, namely when: {a) voice and record service distinetions broke
down as telephone earriers became major data carriers; (b) new entrants did not
conform to traditional markat divisions; (¢} fransmission capaeity grew and costs
fell rapidly through high-capacity satellites as well as submarine cablas; und (g}
government policies opened competition in domestie telecommunications,
dismembered AT&T and extended deregulation to the jnternational sector,283

These factors combined to eliminate in rapid succession meny of the
structural rules that had charaeterized U.S. communications. The few remaining
rules also may change in the future, along with INTELSAT's position. The United
States is in transition to an envirenment in which earriers -- such s ATAT, MCI,
GTE, 5BS, RCA, ITT, Western Union, Comsat, Telenet, and Crien —- will
compete to provide all types of domestic as well as internztional transmission
services, with little governmental supervision except for initial! frequeney and
orbital allocations. 284

The limit on this scenario, of course, is the negessity of aceomeodation with
overseas carriers and governments, which do not share the United States'
competitive views for reasons of ideology, politics, or economics. The United
States faces in every international telecommunications body a {ront that
includes inost of its traditional allies and trading partners. At the same time,
the competition among U.S. carriers allows those countries’ telecommunications
authorities to play off U.S. carriers against each other, thus transforming a
previously bilaterel monopoly situation into a unilateral ane.

At the extreme, foreign earriers could enter the 1.5, market by connecting

with local BOC exchange companies; they thus could bypass U.5. long-distence
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and international carriers while diseriminating against the latter's mecess in their
home terr.itaries. In this situation, a variety of U.5. measures —- such as the
"anti-whipsawing" rules -~ may survive and even expand. While ineonsistent
with true deregulation, these rules would be a rational response to the realities
of an internetional environment that prevents & unilateral deregulation in n
multilateral world,

With these caveats, most U.S. regulation of fransmission channels and
markel segments iz about to disappear. In terms of regulation of internationsal
communication flows, this leaves primarily these restrictions that slso affect
domestic communieations. In other words, the international effect is merely an
extension of domestic law, including special provisions as to national seeurity.
Among the former category--that is, general restrictions on informations
flows--are the following, which for purposes of brevity have not been diseussed
in this paper:

(a)  privileged information (sueh as medicsl or sccounting data);

{b}  defamation;

(e}  proprietary information, protected by copyright or contract;

{d) financial information, which the financial securities laws May require

to conform to certain stendards of completeness, timeliness, and
ACCUPRCY;

(e) false advertising;

(f}  obscenity and indeceney;

{g} information that ean be construed to be part of the unautherized

practice of a profession requiring & license;

{h}  information violating people's privacy, appropriating their likeness or
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All of thesé regtrietions alfect information flows into or out of the U.5.
Therr seope is in continuing flux beeause of vague statutes and regulations, whieh
are subjeet to judieisl common law case-by-case review. While it is difficult to
generalize, the past trend was to limit restrictions en information flows, and it
has continued under the eurrent Supreme Court.

The major restriction on international and U.8, domestie information Tlows
lies in the aree of netional seeurity. Unilateral and eooperative restrictions on
the transfer of technological and strategie information to non-allied countries
exist. in a variety of forms, and their enforcement has received priority in recant
years. These regulations center on nuclear information, arms information, and
dual use (eivilian and military) information. Multinational coordinstion attempts
to harmonize Western efforts.287

Concerning the protection of data privacy, there is a frequent but
erroneous view that such protections are weak or non-existent in the United
States. There is nd comprehensive national statute, possibly beeeuse of a
general [U.5. reluctance for centralized legisiation. The thrust of U.5.
protection i3 to restriet, through piecemeal legislation, governmental intrusion
into persone] data by requiring seareh warrants, notification, opportunity te
chellenge searches, sccess by individuals to information about themselves and
the right to correct such data. Restrictions on private collection of data are
more lax, where the information is not distributed to third parties, He.re the
underlying agsumption i3 that sn individusl seeking eredit or employment
relinquishes some privaey in order to reduce transactions cosiz. But consumers
have access to credit files kept on them, =2nd employers cannot divulge

information freely, 288
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Some charaeteristies of U.S. international eommunicatons regulation
eonfliet both with eaech other nnd with other industrialized countries' policies.
These charactaristics are: |

() withdrawal of the governmental role in establishing ehannels of

ecommunieations and encoursgement of competition;

(b) freedom of speeeh {tempered by common law and regulatory

safeguards of speeial policy concerns)

{e) neticnal security:

{d)  mceeptance of private dats collection as an integral part of economic

aotivity; and

(e)  support of the commereial activities of U.S. firms internationally.

As befits this multiplieity of gosals, there are not enough "degrees of
freedom" to structure a consistent and stable policy, nor is every goal achieved
in a pure form. Henee, foreign critics easily ean point to inconsistencies as o
sign of [declogieal hypoericy or commerical greed. As Ralph Waldo Emerson
seid, however, "A foo.lish consistency is the hobgoblin of little men.t289 7t ig
precisely in the nature of the common law and of a federal state that policies
emerge precemesl, without necessarily being coordinated in time and purpose.

On the other hand, suech & mechanism permits frequent adjustment. Indeod,
.5 policies on information end telecommunications have changed quite rapidly
in the past 15 years, with virtually no major legistation. Overall, the tendeney
clearly has been towards withdrawal of the governmentel role. In the
international sphere, the coneurrent stress on nationel seeurity has been the

major counter-trend.
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This is not idevlogical inconsisteney; even most advoecates of 8 minimalist
state seek a strong protective role for government in foreign affeirs. But it
creates practical problems, as well as the need to nepotiate with foreign
governtrents on International eomemunieations matters. It keeps the U.5.
government active in eommuniesations regulation, and provides a built-in frietion

with its allie# which is not likely to disappear in the near future.
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E.g., Near v. Minnesota, 283 U.S. 697 {1931).
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